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Introduction

Cyber crime is an all-encapsulating term, covering digital or internet-based intrusion
and action. Corporations and institutions are well versed in putting into place security
practises and safeguards to help protect their organisations and their customers

and products. Nonetheless, cyber crime as a mechanism to commit financial crime
(FinCrime) has escalated in the last decade as the digital age has taken hold.

The complex interplay between cyber crime and FinCrime is becoming more visible,
with countries such as the UK raising cyber crime's profile in the economic crime plan,*
and with European anti-money laundering (AML) regulations articulating cyber crime
as a predicate offence.?

As digitisation efforts continue (indeed the Covid-19 pandemic accelerated many of
these), and as threat actors become more sophisticated and specialised in their crime
craft and/or money laundering capabilities, the overlap between cyber crime and
FinCrime is one that cannot be ignored and must remain a priority among financial
institutions.?4

In this banking insights paper, Taylor Humphreys, FinCrime threat
intelligence analyst at SymphonyAl Sensa-NetReveal, explores the

challenges faced by financial investigators in banks as they tackle cyber
crime in relation to money laundering.

Why are we talking about this?

SymphonyAl Sensa-NetReveal is dedicated to helping financial institutions better detect criminality. Key to this is equipping them
with an understanding of criminal trends and behaviours so that our customers can try to stay ahead of threat actors.

The FinCrime testing service (FTS) is an anti-money laundering (AML) product focusing on helping to improve the abilities of
financial institutions to identify criminal typologies in financial data. The FTS tests the effectiveness of bank’'s AML systems using
data to simulate criminal behaviours, with the aim to reduce the risk that the bank might unwittingly help launder the proceeds of
cyber crime.

For this, the FTS team are constantly researching actor and victim profiles, and the methodologies and techniques commonly

used by threat actors to develop solutions which most closely resemble real-world criminality. In turn, this will help improve the
volume and accuracy of crime detection.

R

Click here to find out more about our FinCrime testing service
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The cyber crime/FinCrime overlap

Traditional distinctions between cyber crime and FinCrime are blurring.® If a cyber criminal has a financial motivation, there will
be an overlap between cyber crime and FinCrime, because the illicit proceeds will need to enter and move through the financial
system for criminals to benefit monetarily from the cyber intrusion element of the crime.

This interplay is far more complex in reality. Agile threat actors are constantly adapting, resulting in a race between threat

actors on the one hand, and regulators, law enforcement and financial institutions on the other. As cyber criminals develop more
lucrative attacks, the opposing side must, in response, race to increase protection, detection and disruption efforts. Anissue
which has only been exacerbated by the Covid-19 pandemic, as we have seen a sudden switch to remote working and socialising,
with cyber hygiene following slowly behind. This has afforded cyber criminals a greater pool of potential targets and opportunities
for compromise.®

Financial institutions face increased responsibility

Financial institutions are at risk of being directly targeted by cyber criminals, with ‘cyber
heists’ or business email compromise (BEC) attacks being examples of known and recent
methods. For example, North Korean state-sponsored threat actors stole $81 million from
the Bank of Bangladesh in a cyber -heistin 2016, and a more recent case in 2019 saw the
attempted theft of approximately €13 million from the Bank of Valletta. 78

However, financial institutions also risk facilitating the monetisation of cyber crime in relation
to AML failures because they are directly exposed to the process.

In working to better understand cyber crime as a predicate offence to money laundering,
financial institutions will be in a better position to detect and report suspicious activity
perceived to be in relation to cyber crime. This will help to enhance the quality and accuracy
of suspicious activity reporting, better equip law enforcement to investigate cyber crime,
help protect financial institutions from the potential repercussions of inadequate AML

efforts, and help in the whole-of-society approach to tackle cyber crime.

Regulations

In light of the above, regulators have placed increased responsibility on financial institutions in relation to cyber
crime and AML. Numerous regulatory bodies across the globe have been talking about cyber crime, FinCrime,
and money laundering for a number of years, including the financial crime enforcement network (FInCEN) in the
US, the financial conduct authority (FCA) in the UK, and the Australian transaction reports and analysis centre
(AUSTRAC) in Australia, to name a few. 21011

Significantly, cyber crime was explicitly recognised as a predicate offence to money laundering for the first time
in the European Union's 6th AML Directive, published July 2021.12 The Directive defined 22 predicate money
laundering offences in an effort to harmonise the understanding of money laundering across the EU. For banks
to be compliant with the new Directive, they must be aware of the predicate offences, know how to identify them,
and how to act upon suspected suspicious activity.’* As noted, cyber crime is one of the newly defined predicate

offences. These regulations increasingly call for institutions to understand the various threats posed by cyber

crime, and how to better detect and report indicators of cyber criminality.

While the EU directive is for EU member states and those that choose to follow their rules, as noted previously,
cyber crime has been on the EU regulator’'s agenda for a number of years, and it can be reasonably suggested
that in the near future, other regulators may also recognise cyber crime as predicate offence to money laundering
and alter their regulations accordingly.
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Key insight

To assist in this area, SymphonyAl Sensa-NetReveal is investigating the money flow of different types of cyber crime and
simulating the associated behaviours. The simulated behaviours will be based on intelligence from law enforcement, open-sources
and subject matter experts to produce a simulation which most closely resembles real-world criminal and victim profiles to test the
effectiveness of bank's AML systems.

Categorising cyber crime by laundering methods

We have defined and outlined different types of cyber crime in terms of their cyber intrusion element, detailing typical techniques,
tactics and procedures (TTPs). They have then been categorised by the methods perpetrators typically use to cash out/monetise
illicit funds.

These categories reflect the fact that many different types of cyber crime behave similarly financially, despite having entirely
different intrusion processes. So, from the financial indicators alone, it is often impossible to accurately guess which type of crime
the funds originated from.

For example, although the cyber-intrusion elements of BEC and banking Trojan attacks are entirely different, when attempting to
monetise illicit proceeds, both types of cyber crime can involve the use of the attacker's own bank account, or of an unknowing
money mule's bank account. Therefore, the purpose of grouping different types of cyber crime together is to come as close as
possible to applying accurate money laundering methods to specific types of cyber crime.

As such, the defined types of cyber crime have been grouped into the following categories:

O 1 . lllicitfunds move from the victim’s bank account to cryptocurrency

02 . Iicitfunds move from the victim's bank account to the perpetrator’s bank account (knowingly)
03 . llicit funds move from the victim's bank account to a money mule's bank account (unknowingly)
04 lllicit funds are withdrawn from the victim's bank account via cash or cheque

05 . Followon fraud; directly buying goods or services

It must also be noted that one type of cyber crime may fit into multiple
monetisation categories. This reflects the idea that crime is not a linear

concept, and not all criminals will think and behave alike, as criminals can
adopt many different methodologies but still arrive at the same end result.
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From an automated detection point of view, these general categories really help, however, when investigating suspicious alerts,

an even more nuanced understanding is required. Therefore, we will now work through two real life examples that really bring the

cybercrime categorisations to life.

Example 1: Hushpuppi

The first case study explores the illicit actions of money
launderer and international mule organiser, Ramon Abbas.
Known to his 2.5 million Instagram followers as 'Hushpuppi’,
Abbas engaged in a series of sophisticated internet scams,
cyber-heists, and BEC attacks to steal an estimated total of
$24 million from his victims throughout 2019.24 As a result,
Hushpuppi was arrested for his crimes at his home in the
Palazzo Versace Apartments, Dubaiin June 2020.%

In tracking the precise movement of funds and developing an
understanding of the money flow and laundering processes
employed by Abbas and his affiliates, significant findings
regarding the type of bank accounts favoured, the range of
laundering techniques employed, and the interconnectivity
between players across the cyber crime and money
laundering spheres have been uncovered.

Example 2: Ransomware

In exploring how ransomware payments typically enter

and move through the financial system, and identifying the

process by which attackers come to benefit financially from
ransomware, financial institutions will be better equipped to
spot ransomware payments moving through their systems.

Particularly, in investigating the ransomware payment and
proceeding money laundering methods typically employed
by threat actors, a series of key indictors specifically relevant
for financial institutions have been identified. These indicators
will form the basis of the FTS's simulation of a ransomware
payment. This simulation will be used to test the effectiveness
of financial institutions abilities to detect their customers
paying a ransomware demand.
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Final thoughts

Ultimately, in categorising different types of cyber crime, mapping their associated money flows, and coming to understand the
typical ways in which threat actors launder cyber crime proceeds, it becomes possible for financial institutions to identify potential
indicators of suspicious activity.

The FTS team'’s aim is to continue researching different types of cyber crime in greater detail, and to apply the relative
categorisations to generate an even greater understanding of criminality.

In feeding this kind of information into the simulation of additional cyber and traditional criminal typologies, we are developing a
comprehensive library of criminal behaviours which will be able to further enhance financial institutions' detection, reporting and
compliance initiatives, for a wide range of typologies.

7\ Taylor Humphreys, FinCrime threat intelligence analyst,
N\
SymphonyAl Sensa-NetReveal
Taylor is a Fincrime threat intelligence analyst at SymphonyAl Sensa-NetReveal, working across
the cyber threat intelligence team and the FTS team with four years of academic study dedicated
directly to the fields of crime, security, and intelligence.
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out more about financial institution's AML solutions. To do this, Taylor triages intelligence from law enforcement,
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testing service articulation of cyber criminality that most closely resembles real-world criminal behaviours.
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