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Confidential Information

This document contains confidential and proprietary data and unauthorized use and disclosure of such information
may result in damage or considerable loss to SymphonyAI Summit. The term “Confidential Information” denotes any
and all technical and business information disclosed in any manner or form including, but not limited to, business
strategies, methodologies, trade secrets, pricing, software programs, and relationships with third parties, client lists
and related information, information pertaining to vendors, employees and affiliates. The Confidential Information
shall be held in confidence and shall not be used other than for the purposes intended, and as specifically stated in the
proposal. Further, the Confidential Information may only be released to employees and persons on a need to know basis,
who shall be obliged to maintain the information confidential and the Confidential Information shall not be released or
disclosed to any other third party without the prior written consent of SymphonyAI Summit.

© 2019 SSymphonyAI Summit. All Rights Reserved.
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What is GDPR?

The General Data Protection Regulation (GDPR) is a regulation in EU law on data protection and
privacy for all individuals within the European Union (EU) and the European Economic Area (EEA)
to give users more control over their personal data.

SymphonyAI Summit Application is GDPR-Compliant

The SymphonyAl Summit application complies to GDPR rules. Under GDPR regulations, the
users need to provide their consent to allow other users to view their personal data. After the user
acceptance, the personal data will be stored in the SymphonyAI Summit application in an encrypted
form. The following fields are considered as personal data, encrypted, and stored: Joining Date, E-
mail ID, Login ID, Country, Address, Contact Number, Mobile Number, State, City, Pin, Role
and NT Login ID. If any of these fields are blank, data for the blank fields will not be encrypted and
stored.

Note: o

e GDPR is not enabled on the SymphonyAl Summit Application by
default. The organizations need to contact the SymphonyAI Summit Support
team to enable GDPR on their instance of Application.

e DB user which is configured with SymphonyAI Summit application will be
having access to decrypt the data.

GDPR Migration Tool

Using the SymphonyAI Summit - GDPR Migration Tool [v1.0.0.0], the Administrators can encrypt the

customer-sensitive data.

By using the GDPR Migration Tool, the Administrators can perform the following:
e Enable GDPR
e Disable GDPR
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Launching SymphonyAI Summit Tool

2O = Manage
Home Share View Application Tools [7]
5, & cut 2 x _;E 3 New item = W [Elopen - Hsetectan
= — w2 Copy path * %] Easy access ~ | Edit Select none
Copy Paste Move Copy Delete Rename  Hew Properties
] Pasteshortcut g+ to- 5 older 5 & History O Invert selection
Clipboard Organize New Open Select
T » SummitAlSetupTaols v O | Search SummitAlSetupTools @
Name - Date modified Type Size
DBUpgrade _Scripts File folder
GDPR_Scripts File folder
Tools File folder
| AppUpgrade_Config_ServicesAndExes XML Document 2k8
- | AppUpgrade_Config_Settings XML Document 2K8
| AppUprade_Folders_Config XML Document 1 KB
| Customerinfo XML Document 2KB
| DBUpgrade config XML Document 3KB
| DDM_cenfig XML Document GIKE
| GDPR_config XML Docurment 16 KB
2 ] ICSharpCode SharpZipLib.dil Application exten 202 KB
summit Icon 1,057 KB
SummitAlTools Application 8611KB
7 summitAlTools.exe CONFIG File 2K8
| SummitAlTeels.pdb PDE File 336KB
=] SummitSecurity.dil Application exten... 8K

Figure: SymphonyAI Summit Tools setup

1. Run the setup for SymphonyAI Summit Tools. The SymphonyAI Summit — DB Upgrade, GDPR Migration,
Application Upgrade, and Configuration Editor options are displayed.

DB Upgrade GDPR Migration

Application Upgrade

Configuration Editar

Figure: SymphonyAI Summit Tools
2. Click GDPR Migration in the SymphonyAI Summit Tools. The SymphonyAI Summit - GDPR
Migration Tool window is displayed.
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#. Sympheny Summit4l - GDPR Migratien Toal [v1.0.0.0] — O x
Object List Update DB Details | Open Master Key  Grant/Fevoke User Access  Befresh

Database Details

DB Server  [192.168.50.115

DB MName  [GDPRBak

User ID =

Password |........

Test Connect and Update DB Details

Updated Successfully! Application will be restarted,

Enable GDPR

Run GDFR Scripts

Disable GDFR

Fun Non GDPR Scripts

Figure: Database Details

3. Click Update DB Details. The Database Details pop-up window is displayed.

Provide DB Server, DB Name, User ID, and Password.

5. Click Test Connect and Update DB Details. A pop-up window is displayed with the following
message, “Updated Successfully! Application Will be restarted”. Click OK to restart the

=

application.
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Enabling GDPR

Symphony SummitAl - GDPR Migration Tool [v1.0.0.0] = L1
Object List Update DB Details Open Master Key  Grant/Revoke User Access  Hefresh
SN TableName ColumnName
] |Jzer_Master EmailD
2 |User_Master Frn_UID
3 User_Master Country
4 User_Master Address
5 User_Master ContactMo
6 |Jzer_Master MobieNo
7 Jzer_Master Ruole
8 | lemr aster Siate
3 Confirmation Lx ]
10
11 . . _— .
You selected option to Enable GDPR and SummitAl application will not
12 be accessable till migration, do you want to continue further?
Yes Mo
Enable GDPR
Run Non GDPR Scripts

Figure: Enable GDPR

On the Symphony SymphonyAI Summit — GDPR Migration Tool, click Enable GDPR. A pop-up
window with the following message is displayed, “You selected option to Enable GDPR and
SymphonyAl Summit application will not be accessible till migration, do you want to continue further?”.
Click OK to restart application. The Migration is in Progress is displayed.
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Disabling GDPR

Object List Update DB Details Open Master Key  Grant/Bevoke User Access Refresh
SN TableName ColumnMName
3 1 User_Master EmaillD
2 User_Master Frm_UID
3 User_Master Courtry
4 User_Master Address
5 User_Master ContactMa
& User_Master MaobileMo
7 User_Master Role
8 [ Iser Master | State
9 | confirmation B
10 | i
n | You selected option to Disable GDPR and Summitl 1
12 application will not be accessable till migration, do you want

7 to continue further? -

Run GDPR Scripts

Disable GDPR

Figure: Disable GDPR

On the SymphonyAI Summit- GDPR Migration Tool, click Disable GDPR. A pop-up window the
following message is displayed, “You selected option to Disable GDPR and SymphonyAl Summit
application will not be accessible till migration, do you want to continue further?". Click Yes.
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Data Encrypted View in SQL
Query Server After Migration

The sensitive data is encrypted and viewed in encrypted code format in Microsoft SQL Server
Management Studio tool, see Figure: SQL Query Server below for reference.

@-0|@- - MF BNy BRBRAD|XITA[2-0 B [ % Futed Mm@
“f  GDPRBak /| b Execute Debug VIEE FfFER AEa| e
SOLQueryfisgl - 19..5.6DPRBak (sa (99))° & X
select UserID,UserName,NT_UID,EmaillD,Frm_UID, Joindate, country,Address,Contactne,Mobileno, Role, State, City,Pin from user_master +

W% -

B Aesuts i Mecsages

UserlD  UserName NT_UID Fm_UID Joindate -

1 Rarjini NULL COFBE04RS1CEEEFC2FE0A 05D4E E! COFB604BS1CEEERC 2FE0AZI601000000DBCOCE OD0ESAABCCDFBE04RS1CEEERC 2FB0AY:
2 2 " Manasa NULL IBABCCDFB604BS 1CEEEFC2FE0AZ; 2EC.. («00ESBABCCOFEG04BINCEL 2FG0AZ3601000000EE47247. MULL

3 3 Raghu HULL BASCCDF8S04BS1CEEERC2FE0A236010000001553CAC...  (bu00ESBASCC! BOAZ3IE01000000A530396..  MULL

4 4 Meghe narg)  (xDJESEASCCOFEE04ES1CEEEFCIFE0AZIS01000000485B5F. CCDFBE04BS1CEEEFC2FE0A; AFD2. O00ESBASCCOF 2FE0AZIENT00000051AS1EE MULL

5 5 Neha Kumar  NULL BCCDFBS04B31 FC2FE0AZ: ADAT..  (wDOESBASCC! 2FE0AZIE0T0000001C44465...  NULL

& 3 Fryma OxDOESBARCCDFBE04BY1CEEEFCIFENA23501000000736442. . EFC2FE0A23601000000080082...  (wOOESBASCCDH 2FE0AZ3601000000FD23EDA...  NULL

7 7 Prabu NUILL EEFC2FE0AZY6010000002323117. (O0ESRAS 2FE0AZILNT0000001E32EEF MULL

B L] Nedl NuLL FEOAZ 09B. BO0ESBASCCD! FE0AZIG0100000063AF9E7...  NULL

3 3 Gunasekar HULL FC2FE0A2360100000003CC172... BOAZIE01000000A3B57B! MULL

0 0 Manish K K RULL SOAZIENT00000004EB333 Cx00ESS -DFES(MBS1CEEERC2FE0AZ
n n shivan NULL GOAZIE601000000F329CAB..  MNULL

12 12 shivanil NULL BOAZIE01000000BADEIAS...  MULL

L shivaniZ NULL EEFC2FE0A23601000000F4ACIAG. GOAZIE010000000198 1629, MULL

4 4 ranini1 HULL EFC2FE0AZ. 12954C... 50AZ36010000007FASEF3...  NULL

15 15 manasaS0T  NULL EFC2FE0A2360100000035BT3AA. .. FE0AZ3601000000B3F5D28...  NULL

% 16 raghus0l NULL ZFE0AZ3601 00000028 1AZ77. GOAZIE0T0000002344 77 56, MULL

7 17 prateskl NULL (x00E38AB0CDF604BS ICEEEFC2FE0A22601 D00000F5A1685...  BoD0ESBASCCDFEE04BI1CEEEFC2FE0AZIE010000006D325F7..  NULL v
‘ »

@ Query executed successfully.

192.168.50.115 (12,0 5P2)  sa (39) | GDPRBak | D0:00:00 223 rows

Figure: Encrypted Data

GDPR End User Flow

GDPR Compliance
screen reflects with 2
options —

Accept/ Decline

Control navigates to
Landing page and user will
be able to use the
SUMMIT Application AS-IS

. Login to the Accept
—+| application (Enter

- the credentials)

User’s decision

v

User
i Decline
i
i
e ] e
= = 4
Decline Mail Decline Mai Administrator
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After user Sign-in in web application, if GDPR is enabled, you are redirected to the GDPR CONSENT
FORM. Accepting this consent by clicking the ACCEPT button is considered that you are agreeing to
display your personal data to the Analysts and Administrators of the SymphonyAI Summit application.

GDPR CONSENT FORM

The General Data Protection Regulation (GDPR] is a regulation in EU law on data protection and privacy for all individuals within the
European Union (EU) and the European Economic Area (EEA) to give users more control over their personal data.

The SummitAl application complies to GDPR rules. Under GDPR regulations, you need to provide your consent to allow other users to view
your personal data. After your acceptance, the personal data will be stored in the SummitAl application in an encrypted form. The
following fields are considered as personal data, encrypted, and stored: Joining Date, E-mail ID, Login ID, Country, Address, Contact
Number, Mabile Number, State, City, Pin, and Role. If any of these fields are blank, data for the blank fields will not be encrypted and
stored.

Whe Can See Your Personal Data?

If you accept te display your personal data, the personal data will be displayed to the Analysts and Administratoers of the SummitAl
application. Users who have access to view reports may also be able to view your personal data.

Why Do We Store Your Personal Data?

The AnalystsfAdministrators will use your personal data to contact you related to the various requests that are raised for you in the
SummitAl application.

What Happens If You Click ACCEPT?

If you click ACCEPT on this form, you agree to display your personal data to the above-mentioned users. You will be re-directed to the
SummitAl home page and you can continue to use the Application.

What Happens If You Click DECLINE?

If you click DECLINE on this form, your personal data will be wiped out from all our records. You will not be able to use the SummitAl
application anymare. The next time you try te use the Application, you will receive the GDPR Consent Form pop-up again. Click ACCEPT to
allow displaying of your personal data and continue to use the Application.

11 have read the above information and accept.

DECLINE

Figure: GDPR CONSENT FORM

The following pop-up window with a confirmation message is displayed, when you
click ACCEPT button.
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GDPR CONSENT FORM

GDPR Consent Form - ACCEPT

You have agreed to display your personal data to the Analysts and Administrators (or users
having access to view reports) of the SummitAl application. Your personal data will be stored
in an encrypted form in SummitAl database. The data will be used for processing various
requests in SummitAl. Click OK to proceed.

Cancel

Figure: GDPR CONSENT FORM - ACCEPT pop-up window

If you click OK on the GDPR Consent Form - ACCEPT pop-up window, you are redirected to the home
page of the SymphonyAl Summit application. Below mail will be sent to user.

If you click Cancel, the control remains in the GDPR CONSENT FORM screen.
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Dear John,

You have agreed to display your personal data to the Analysts and Administrators of the SummitAl application. Users with
access to view reports may also be able to view your personal data. Your personal data is encrypted and stored in SummitAl
databases for purposes mentioned in the GDPR Consent Form. You can continue to use the Application.

Regards,
SummitAl Admin Team

If you click DECLINE on the GDPR CONSENT FORM, your personal data will be wiped out from the
SymphonyAI Summit database records. The following pop-up window with a confirmation message is
displayed, when you click DECLINE.

GDPR CONSENT FORM

GDPR Consent Form - DECLINE

You have declined to display your personal data to the other users of the SummitAl
application. Your personal data will no longer be displayed and will be wiped out of SummitAl
database. You will not be able to access the SummitAl application. Click OK to proceed.

Cancel

Figure: GDPR Consent Form - DECLINE pop-up window
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If you click OK, on the GDPR Consent Form - DECLINE pop-window, you will not be able to use the
SymphonyAI Summit application anymore. The next time you try to use the Application, you will receive the
Consent Form pop-up again. Click ACCEPT to allow displaying of your personal data and continue to

use the Application. Below mail will be sent to user and administrator.

Dear John,

You have declined the GDPR Consent Form. Your access to the Application is revoked. You will not be able to use the
SummitAl application. Your personal data is wiped out from our records. However, if you want to reset your access to the
SummitAl application, you can do so, using the following method:

Click here to sign in to the Application and click Accept in the GDPR Consent Form

Regards,
SummitAl Admin Team

2. If the user tries to log in to the SymphonyAI Summit application after declining the GDPR CONSENT FORM, the
pop-up window given below is displayed.

GDPR Consent Form Declined - Accept Now?

Previously, you declined to display your personal data to the other users of the SummitAl
application at 16:18:53 on 03/22/2019. Please accept the GDPR Consent Form to continue to
use the Application.

OK Cancel

Figure: GDPR Consent Form Declined - Accept Now?

If you click OK on the GDPR Consent Form Declined - Accept Now? pop-up window, you will be
redirected to the GDPR CONSENT FORM. If you click Cancel, you will be logged out of the SymphonyAI
application. The below mail will be sent to user.
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Dear John,

play your personal data to the Analysts and Administrators of the SummitAl application. Users with
ay also be able to view your personal data. Your personal data is encrypted and stored in SummitA

or purposes mentioned in the GDPR Consent Form. Your access to the Application is reset and you can continue

Your personal data will by synched up and displayed in the next Application refresh cycle.

Regards,
SummitAl Admin Team

Mobile Application

If the user logs in from Mobile Application, and the user hasn’t accepted the GDPR Policy in Web,

then the below message should reflect in the mobile app:

Please click Accept in the GDPR Consent Form in the SymphonyAI Summit web application to

continue to use the SymphonyAI Summit Mobile app.

GDPR Status Report

A new GDPR STATUS REPORT page (Reports> Click Select Module drop-down list> Select
module as Admin > Select GDPR Status Report from the REPORTS drop-down list) is added. The
GDPR Status Report gives detailed information about which users have Accepted GDPR, which users
have declined GDPR, which users have accepted GDPR after declining it, and which users have taken
no action. On the FILTERS pop-up of the GDPR STATUS REPORT page, the following new fields
are added:

e GDPR Status

e Domain

e Location

e User Name
Users can select the status type, for which they want to view the GDPR Status Report, from the GDPR
Status drop-down list. The users can also select the Domain and Location for which they want to the
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view the GDPR Status Report. The users can view the GDPR Status Report for a user by searching the
user’s User Name/E-mail ID in the User Name field.

-
Y Fiters
Records Per Page | 15 v 1-150f 174 « ¢ 1 i 2 3 4 5 6 ¥ 8 9 10 » e
User ID User Name Email ID Status Last Updated On "[X
Ranjini No Action Taken e
2 Manasa Mo Action Taken 3[2(
EXPORTALL
3 Raghu No Action Taken
4 Megha Mo Action Taken
5 Neha No Action Taken
6 hyma Mo Action Taken
7 Prabu No Action Taken
8 Neel No Action Taken
9 Gunasekar No Action Taken
10 Manish No Action Taken
11 shivan No Action Taken

Figure: GDPR STATUS REPORT

Data Masking

SymphonyAI Summit is working on roadmap activity to enable masking on all the information
stored in the database. After this change, no information in the database would be visible in the
clear text format for any db administrators/cloud administrators.
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